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«JIABOPATOPUA BE3OMNMACHOCTWU»:

ONbIT, KOTOPbIN PABOTAET HA BAC.
BOJIbLUE, YEM MNMPOCTO 3AWLNTA OAHHDbIX.
BALU OYHOAMEHT ANd YBEPEHHOIO POCTA.

C 2012 roga Mbl NOMOraeM GU3HeCY M rocygapCTBEHHbIM CTPYKTYpPaM npeBpallaTb
MHOOPMALIMOHHYO 6€30MaCcHOCTb U3 «TOJTIOBHOWM B60IM» B HAOEXHbIN WNT. [NOKa Bbl
pa3BMBaETE CBOU MPOEKTbI, Mbl CNIeANM, YTOObI BallW AaHHbIe Oblan Mog 3aLmMTon,
a CUCTEMbI MOJIHOCTbKO COOTBETCTBOBAIN TPEOOBAHNSAM 3aKOHaA.

MoyeMy HaM poBepAIOT?

e [pUHUMN pa3yMHOW OOCTAaTOYHOCTU. Mbl He HaBA3bIBaeM NuLLHero. Halwa uenb —
nogo6paTb ONTUMabHbIN HABOP MHCTPYMEHTOB, KOTOPbIM PELUUT BallM 3a0a4u
C MUHUMaJIbHbIMW 3aTPaTaMu.

» Be3onacHoOCTb «nop Ktou». Mbl NPOXOANUM C BaMW BECb NyTb: OT NMepBOro ayamTa
N NPOEKTUPOBAHUSA 00 BHEAPEHWNS 3aLUNTbl 1 OOYUYEHUS COTPYAHMKOB.

» CobnogeHne 3aKOHOB 6e3 BopoKpaTU. bepeM Ha cebs KaTeropmpoBaHe OO BHEKTOB
KN n npuBegeHmne cnctem B cootesetcTBue ¢ 152-P3. Bbl NosiyyaeTe roToBbIN
pe3ybTaT, @ He CTOMKY HEeACHbIX ByMar.

* TONbKO NPOBEPEHHbIe peLleHnd. Mbl paboTaeM ¢ BeayLLMMN POCCUNCKUMU
pa3paboTUMKaMm, rapaHTUPYa HaOEXXHOCTb U He3aBUCUMOCTb Ballen UT-

MHDPACTPYKTYPBI.

* [lepcoHanbHbIM NOAXoad. Mbl CONPOBOXAAEM BAC Ha BCexX aTanax, rmyoboko
MOrpyXascCb B Creundmnky MMeHHO Ballewr opraHm3aumm.



£ € HAM LOBEPAKOT TE,
UbHA PABOTA HE TEPTINT
OLLNMBOK

«B Mnpe nHdbopmMaumMoHHOM 6e30MacHOCTU
JoBepue — 3TO caMas LueHHas BantoTa. Mol
NMOHMMAaeM OTBETCTBEHHOCTb 3a Kaxkaoe
Halle pelueHmne, NO3TOMY Mnpensaraem
TOJIbKO TO, B YUEM YBEPEHbI CaMm»

[eHepanbHbI ONPEKTOP
OO0 «J1labopaTopma 6€30MacHOCTMU
NMoBepeHHan CBeT/laHa BanepbeBHa
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Haw onbIT 06begnHAET COTHU NPOEKTOB Pa3HOro Maclutada. Mbl 0gMHaKoBO
3 DHEKTUBHO BbICTPAMBAEM 3aLLUNTY KaK OIS PermoHasbHbIX BEOOMCTB,
Tak U ona denepasnbHbIX KOpNopaLuumn.

Hawa KoOMMaHMa COTPpyOHUYAET KaK C 3aka3umMkaMm U3 rocygapCTBEHHONO CEKTOPA
Pa3/INYHbIX OTPAac/sien OT 06pPa30BaHUS U 30PABOOXPAHEHNSA OO FOCKOpPNopaumnn,
TaK M C KOMMEpPYECKMMIM 3aKa3unKaMu.
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Mbl rOPAMMCSA TEM, UTO MOMOTraeM HallMM 3akasuMKaM BbIMOHATb UX COLMANbHO
3HaUYMMble DYHKLMN, obecrneumBad nxX LMMOPOBYIO TULLIKHY.

FocypapcTBeHHble 3aKa3UMKU B cchepe 3apaBooXpaHeHus
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Baluu faHHble pa6oTaloT Ha Bac, a Mbl 3a60TUMCA 06 UX 3aLuUTe.

Mbl He NPOCTO BHeApsAeM COMT — Mbl CO30aEM CUCTEMY, KOTopaa AesaeT Ball 6busHec
YCTOMUMBbBIM K KUBEpyrpo3aM 1 MNOSIHOCTbIO «MPOo3padHbIM» ONS PerynsaTopos.

4TO Mbl BEPEM HA CEBA:

3awumTa nepcoHanbHbIX AaHHbIX (152-D3) noa KoY

NMovBOOMM BaLLM CUCTEMbI B MOIHOE COOTBETCTBME C 3aKOHOM.
Bbl mony4vaete 3amTy 6e3 prcKa LTPadoB 1 NPETEH3UM CO CTOPOHbI POCKOMHaa3opa.

AyAUT U «B3rns[ CO CTOPOHbI»

[MpoBOOMM MoNHOE obcnegoBaHme Ballen VT-mHMpacTpyKTYPbI.
HaxogunM ya3BMMOCTU paHbLLE, YEM UMK BOCMOSIb3YHOTCA 3/T0YMbILLTEHHUKNA.

Bca 6yMaKHada padoTta — Ha Hac

Pa3pabaTbiBaeM MOOENN Y03, periaMeHTbl U MHCTRYKLUMK. Bbl mosyyaeTe rotoBbIn
NakeT JOKYMEHTOB, KOTOPbIN AENCTBUTENBHO PAabOTAET, a He MPOCTO NIEXUT Ha MOJIKeE.

OdmumanbHasa aTTrecTaumusa u ceptTudmnkaums

[loaTeep»koaeM COOTBETCTBME BaLLMX CUCTEM FOCYOAPRCTBEHHbBIM TPEOOBAHMAM
Mo 6e30MacHOCTY MHMOPMaLMI.

3almLLeHHas cBSi3b U LW poBaHue

OpraHmsyem kaHanbl VPN 1 BHegpseM KpUnTorpadrieckyto 3aLUmTy.
Balluy gaHHble 1 MeperoBopbl OCTAOTCA TO/IbKO BaLLMMMU.

ConpoBo)XaeHue U noaaepXkKa

Mbl He Mcye3aeM Mnocie HacTPoOMKK cucteM. ObecneymBaeM BHeOPEHME CPEOCTB 3aLUMThI
W TeXHUYECKYIO MOOOEPXKY Ha BCex 3Tarnax padoThl.

NMoMoLlb C 3N1eKTPOHHbIMU TOpPramMu
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Mbl yBexxaeHbl, YTO MHPOPMaLMOHHaa 6e30MacHOCTb — 3TO He MPOCTO Habop
nporpamMm, a dyHOaMeHT Aaa CNOKOWMHOro pocTta Bawen koMmnaHmm. C 2012 ropa
Mbl MOMOraeM BU3HECY U roCcygapcTBY NpeBpaLlaTbh CIOXKHbIe NT-3agaun

B HaOeXHble peLLeHnd.

[MTOYEMY BbIBMPAKOT HAC?

3awmTa oT peanbHbIX PUCKOB.

Mbl He MPOCTO «COBMOOAEM 3aKOH», @ MPEeAOoTBPALLAEM YTEUKMN OaHHbIX
M 3alumLLLaeM Bac oT wTpadoB no 152-P®3 n ctaTtbe 13.11 KoAll PO.

MpuHUMN pa3yMHON AOCTaTOYHOCTM.

Mbl rlo,u,6|/||oaeM OornTrnMalJibHble peLlueHnd non Ball OoOKeT,
He HaB4d3biBad JIMLLIHETo N SKOHOM4A BalLln PeCyYPChI.

MonHbIN UMK NoA KoY.

BepeM Ha cebsa BCE: OoT rnMyboKoro ayamTta v NpoeKTUpoOBaHUS
00 BHEeOpeHUs n «ByMaxKHOro» COnpoOBOXAEHUS.

TexHOoNnornyeckass He3aBUCUMOCTbD.

PaboTaem c BegyLLUNMM POCCUNCKUMUM pa3paboTuymkamu,
obecneymBas CTabuUNbHOCTb BalLMX CUCTEM B JOObIX YCITOBUSAX.
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HALLWM LHLEHHOCTW — BALWWA YBEPEHHOCTb

YeCTHOCTb U OTBETCTBEHHOCTb.

Mbl OTBeUYaeM 3a Ka)kgoe rnpeaoxXeHHoe pelleHne. Hawm ob6a3aTenbcTBa
rnepepn 3akKa3umMkKoM — aBHbIN DaKTop MNP NMPUHATUM NHOOBOro peLLeHus.

Pa3BuTHe paau pesynbraTa.

Mbl BEPUM B MHHOBAaL MW, KOTOPbIE AeNatoT Bally paboTy KOMopTHee.
[MOCTOAHHO pPa3BMBAaEMCS, UTOObI Bbl MEePBbIMK MOJIyYann AOCTYM K CaMblM
3P PEKTUBHBLIM TEXHONTOMMAM 3aLLNTHI.

CTabUNbHOCTb U HAAEXXHOCTb.

Hawla dnHaHcoBas YCTOMUYMBOCTb — 3TO FApPaHTMUAa TOro, YTo Mbl ByaeM pagom
n yepes 10 net, obecneymBas NOAOEPKKY N COMNPOBOXAEHUE
BaLLUMX NPOEKTOB.

MapTHepcKun nogxoga.

Mbl HE MPOCTO NOCTaBAAEeM COMT — Mbl COAENCTBYEM MOBbILLEHUIO
3 PEKTUBHOCTM BaLLero 61sHeca U NOMoOraeM rocynapcTey nyudlle
BbIMNOJIHATb €ro coumasnbHble PYyHKLUN.

brevis-lab.ru

MoppobHee 0 AEATENLHOCTY HaLLEN KOMNaHnmn
B cchepe MHPOoPMaLMOHHOM 6€30MacHOCTM:
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Mbl CO30aeM HageXHbIW KOHTYpP 6€30MacHOCTM BOKPYI BalUMX MHMPOPMALMOHHbIX
CUCTEM Ha CEPTUDUUNPOBAHHBIX PELLEHUSAX OTEeYECTBEHHbIX MOCTABLLUMKOB.
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MporpaMMHble 1 annapaTHble CpeacTBa 3allnTbl MHPOPMALMM — 3TO KITHOY K CO30aHUI0
umcdpoBon 6e30nNacHOCTU AN Ballero 6musHeca. Bo BpeMeHa, korga KosimyecTBo

M CNOXXHOCTb aTak Ha MHOOPMALMOHHYIO MHDPACTPYKTYPY BCE BO3PACTAaET, Mbl
rnpensaraeM O BaC COBPEeMeHHble peLleHnda OoTeYeCTBEHHbIX NPomn3BoguTenen,
MPOTUBOCTOALLME aKTYyaJIbHbIM YIP0O3aM M COOTBETCTBYIOLLME rOCYaPCTBEHHbIM
cCTaHOapTaM.

KATAJIOT:

3aWmTa OT HECAHKLMOHUPOBAHHOIO AOCTYNAa

KOHTPONb AOCTYMNa 1 ayTEHTUMDUMKALMA AN NOSIHOM 6e30MNacHOCTU BALLUX CUCTEM
(Secret net Studio, Dallas Lock, Cpoencrea goBepeHHou 3arpy3kun « Cobosib» 1 Ap.)
KpunTtorpacdpuueckasa sawmurta uHpopmauumm u paéora ¢ UM

CoBpeMeHHble cnocobbl M aNrOPUTMbI LLMMDPOBAHUSA, rapaHTUpyoLwme
KoHbuaeHumanbHocTb (Kpurntollpo CSP, Vionet CSP, KountrioAPM v ap.)
CpepacTtBa 3alLMTbl KAaHAJNIOB CBA3U

NocTpoeHmne 6e3onacHoun I T-MHMPACTPYKTYPbI A8 nepenadm nHbopmaumnm
6e3 pucka nepexeata (Vipnet, KoHTuHeHT, C-Teppa v 4p.)

MeXceTeBble 3KpaHbl (Firewall)

HapoeXxHbi 6apbep Mexxay Ballen CeTbio U BHELUHUMU YIPO3aMu
(Usergate, Ideco v ap.)
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AHTUBUPYCbI

CoBpeMeHHOoe NporpaMMHoe obecneyeHmne oT BPeaoHOCHbIX MPOorpamMm n KnbepaTtak
(Kacnepckuvi, Dr. Web v ap.)

CpeacTBa o6Hapy>xeHusa BTop)xeHuu (IDS/IPS) v aHanu3a 3aliMLLEeHHOCTHU
MrHOBEHHOE BbIgBEHME NOOO3PUTENBHOM aKTUBHOCTU N BNIOKNPOBKA aTak
(CkaHep-BC, Xspider, Vipnet IDS, KOHTUHEHT v 4p.)

DNEeKTPOHHbIE KJTIOUYU U TOKEHbI

Ddunsnyeckaa n UM poBas ayTeHTUMDMKaLMA B OOHOM YOOOHOM peLleHnmn
(PyTokeH, Jacarta, Esmart v gp.)

3alMLLEeHHbIN AOKYMEHTOO60poT

LndpoBblie nognncun, KOHMMaeHUManbHOCTb U LEeNOCTHOCTb — BalLM JOKYMEHTHI
HeOoOCTYMHbl Ana uy»xXux rna3 (CBHC, Cakypa, 1C v ap.)

CpepacTtBa 3al4MTbl OT NpPOCNyLLUBaHUSA

[apaHTNS NMPUBATHOCTUM BaLLUMUX MEPErOBOPOB M NepenaBaeMblX OaHHbIX
B noMeweHunax (CoHata, KaMepToH v Ap.)
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MUp KNBGepyrpo3 MeHaeTCcHd exxegHeBHO, MO3TOMY Mbl BbIBMPAEM TOMTbKO NPOBEpPEHHbIe
POCCUNCKUNE peLLEeHUs, KOTOPble COOTBETCTBYIOT roCyfapCTBEHHbIM CTaHOaPTaM
M peasibHO paboTaloT.

HALL APCEHAJT 014 BALLEW BE3OMACHOCTU:

KoHTponb pocTtyna: 3alluLiaeM OT MOCTOPOHHUX U TOYHO 3HAEM, KTO BOLLE
B cucteMmy (Secret Net Studio, Dallas Lock, «Cob60/1b»).

LLncdpoBaHue n VPN: co3agaeM 3aKpbiTble «TOHHENM» Ang 6e30nacHoro oomMeHa
AaHHbIMU Mexxay oducamum (Kpuntollpo, Vipnet, KoHTuHeHT, C-Teppa).

CeteBoM 6apbep U AHTUBMPYCbI: CTaBUM MOLLHbIN dUNBTP U obecneumBaem
MMMYHUTET K KnbepaTtakaM (Usergate, Ideco, Kaspersky, Dr. Web).

AHann3 3alMLLEHHOCTU: MTHOBEHHO BbIABAAEM N BIOKMPYEM cniabble MecTa
paHblUe XakepoB (CkaHep-BC, Xspider, Vionet IDS).

ANEeKTPOHHbIe KJIOUMN: BaLLl HAOEXHbIN LMdDPOBOM NAacnopT Aada ayTeHTudukaumm
B oOUH KNnK (PytokeH, JaCarta, Esmart).

MpPUBATHOCTb U AOKYMEHTbI: 3aLLMLLAEM BaLLl JOKYMEHTOOOOPOT M NeperoBopbl
OT «nWHMX ywewn» (CBHC, 1C, CoHaTta, KamMepToH).
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Mbl MOMOraeM nepeBecT BallM exxeaHEeBHbIE 3a0a4YM Ha HAOEXXHOe OTeYeCTBEHHOe
NO. 2T0 cTabuUNbHO, SierasbHO N MOJTHOCTbIO COOTBETCTBYET TPebOBaAHUAM
TEXHONOMMYECKOIro CyBepPEHUTETA.

OnepauuoHHble CUCTEMDI:

NopbepemM n HacTpoum nogxopawyto OC anga BalmMx 3agay —

oT yHuBepcanbHomn Astra Linux n PEl OC po POCA n AJ1bT JInHyKcC.

OducHble nakeTbl:

MNepexognte Ha NPUBbLIYHBIM hopMaT paboTbl B «Mom Odunc» nnm «P7-Odunc.
Bce DOKYMEHTbI OTKPbIBAOTCA KOPPEKTHO, a MHTEPMENC NHTYUTUBHO NMOHATEH.
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NT-nHdpacTpykTypa — 3TO hyHOAMEHT BM3HECA. Mbl MOCTaB/ISEM
obopynoBaHMe, KOTOPOE BbIOEPXKUT JIIOObIE HArpPy3Ku.

Ana noo6bixX 3apay:

OT paboumx CTaHUMN COTRPYAHUKOB 0O MOLLHbIX CEPBEPOB
N CETEBbIX CUCTEM.

OduumanbHoOe NapTHEpPCTBO:

PaboTaeM HanpsMyto C POCCUNCKUMU MPOU3BOANTENAMU:
RDW, NHdepuT, NpaButoH, Oeno, ICL, IRU.

CepBuc:

He MpocTo NpUBO3UM TEXHUKY, @ MOMOraeM CrpoOeKTUPOBATb,
YCTAHOBUTb U HACTPOUTb CUCTEMY MOL, KJTHOU.
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YYACTBYEM B 3AKYIKAX
U NOBEXAOJAEM BMECTE C BAMU

Mbl 3HaeM BCe TOHKOCTW 3aKyMOYHbIX NpoLuenyp v roToBbl CTaTb BALLUM
3KCMEPTHbIM TbIJIOM.
© Ona rocsakasuyukoB (44-®3 n 223-P3):
[MTOMOXXEM rpaMoTHO COCTaBUTb T3, UTOObLI NONYUYNTb MMEHHO TO peLUeHune,
KOTOPOE BaM HYXXHO, 6€3 HapyLLeHNa 3aKOHOB.
O KOpuanyeckasa nogaepixka:
ConpoBoOXXOaeM Ha BCeEX 3Tanax M 3aliMLLIaeM BallM UHTEpPECHI
npwv NpoBepKax.
O Onsa KOpnopaTUBHOIO CEeKTopa:

OnepaTMBHO rOTOBMM OOKYMEHTbI A1 akKKpeanTaumm n y4acTByeM
B TOprax Ha ntobbixX NJoLlagkax, Bkaoyasa 3akpbliTble n [O3.



JTIABOPATOPUA
BE3OMNACHOCTHW

He xgnte nHUMOeHToB — I'Ipe,D,OTBpaLLI,aI;ITe nx. Mbl Ha CcBA3K, YTOObI
OTBETUTb Ha BalLUWM BOMPOCHI 1 NOgo6paTb ONTUManbHOE peLUeHne.

 Appec:r. Tyna, yn. TypreHeBckasa, a. 69, od. 335
TenedoH: +7 (4872) 77-00-59
Email: info@brevis-lab.ru

CanT: brevis-lab.ru

Balu Hage>XHbi napTHep B MUpe MHopMaLMOHHON 6e30MacHOCTM.



